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C en tralS ervices— In fo rm atio n Tech n o lo gy D ivisio n —
D ata C en tre

1 .0 M A IN P O IN TS

Th e In fo rm atio n Tech n o lo gy Divisio n o fCen tral S ervices (fo rm erly called an d described
in th is ch apter as th e In fo rm atio n Tech n o lo gy O ffice o r ITO ) delivers in fo rm atio n
tech n o lo gy (IT)services to 26 m in istries an d agen cies (clien ts).E ven th o ugh ITO uses a
th ird-party service pro vider to pro vide data cen tre services,it rem ain s respo n sible fo r
security o fth edata cen tre.

W h ile ITO m ade so m e im pro vem en ts to its security pro cesses durin g April to Decem ber
2013,ITO h as n o t fully addressed th e reco m m en datio n s w e m ade in prio r years.ITO
n eeds to :

Fo llo w its risk m an agem en t pro cesses to h elp en sure risk s to th e data cen tre are
appro priately m an aged

O btain co m plete an d tim ely in fo rm atio n to determ in e w h eth erth e service pro videris
m eetin g ITO ’s security requirem en ts

Adequately restrictuseraccess to all IT equipm en tan d system s

Fully secureall k ey servers an d n etw o rk equipm en t

Have an appro ved an d tested plan to reco ver system s an d data in th e even t o fa
disaster

Adequately in fo rm its clien ts w h eth er ITO is effectively securin g th eir system s an d
data,in cludin g co n sequen ces o fan y issues

C o m plete security po licies th at set a m in im um IT security stan dard fo r clien ts to
fo llo w

As a result, th ere is co n tin ued risk th at system s an d data w ill n o t be available w h en
required,o fin appro priate m o dificatio n o fsystem s o rdata,an d o fun auth o rized access.
Fo r exam ple, in 2013, ITO pro vided an in dividual em plo yed by an o th er go vern m en t
agen cy w ith in appro priate access to th e data cen tre.Th is in dividual gain ed un auth o rized
access to servers th ath o used clien tdata.W h ile ITO rem o ved th is access afterits th ird-
party service pro vider’s security pro cesses detected th e un auth o rized access, th e
in trusio n h igh ligh ts th e n eed fo rITO to tak e pro m ptactio n to reso lve th e abo ve-n o ted
security w eak n esses.

2 .0 IN TR O D U C TIO N

S in ce M ay 2012,ITO h as delivered IT services to its clien ts (see S ectio n 7.0 fo rITO ’s
clien t listatDecem ber2013).ITO in dicates th atitdelivers IT services co verin g 45,000
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electro n ic assets (e.g.,co m puters,prin ters)an d 1,500 applicatio n s.O ver12,000 staffo f
its clien ts lo cated th ro ugh o utth e pro vin ce useth eseelectro n ic assets an d applicatio n s.

U n der agreem en ts w ith each o fits clien ts,ITO is respo n sible fo r pro vidin g secure IT
services.As explain ed in S ectio n 3.0,ITO pro vides so m e IT services directly an d sin ce
Decem ber2010,ith as o utso urced th e data cen tre to a th ird-party service pro vider.1 ITO
rem ain s respo n siblefo rm eetin g th e requirem en ts ith as agreed upo n w ith clien ts.

Th is ch apter repo rts th e results o f o ur 2013 audit o f w h eth er ITO h ad effective
pro cesses to secure th e data cen tre. W e perfo rm th is audit an n ually to suppo rt o ur
audits o fITO ’s clien ts.

3 .0 ITO SER VIC ES

3.1 IT O S ervices Pr o vided Directly by IT O

ITO is respo n siblefo rpro vidin g IT services directly to clien ts,in cludin g:

M an agin g th e relatio n sh ip betw een ITO an d its clien ts

M ain tain in g a h elp desk to respo n d to clien trequests (e.g.,gran tin g/rem o vin g access
to system s/data, passw o rd resets) an d to h elp reso lve pro blem s en co un tered by
clien tstaff

M o n ito rin g an d fo llo w in g up o n security th reats iden tified by security to o ls (e.g.,
firew alls)

R eview in g an d fo llo w in g up o n security in fo rm atio n pro vided by ITO ’s service
pro vider

Pro vidin g co m puters to clien tstaff

Pro vidin g applicatio n develo pm en tan d ch an ge m an agem en t

3.2 IT O S ervices Pr o vided th r o ugh its S ervice Pr o vider

S in ce Decem ber 2010,ITO h as en gaged a th ird-party service pro vider to deliver data
cen tre services to ITO clien ts o n ITO ’s beh alf.ITO ’s agreem en tw ith th e service pro vider
sets o utth e ro les an d respo n sibilities o fbo th ITO an d th e servicepro vider.

Th e service pro vider is respo n sible fo r o peratin g th e data cen tre. Th e data cen tre
in cludes all servers th ato perate th e n etw o rk an d h o stapplicatio n s.Th e data cen tre also
in cludes n etw o rk an d teleco m m un icatio n s equipm en t th at allo w co m puters to
sen d/receive data,system s used to back up data,an d m ass sto rage devices used to
sto re clien tsystem s an d data.Th e service pro videris also respo n sible fo rim plem en tin g
stro n g ph ysical security co n tro ls to preven tun auth o rizedaccess.

1 ITO directly o perated a data cen trefro m 2005 un til D ecem ber2010.
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ITO an d its service pro vider h ave agreed o n h o w th e data cen tre an d all related
equipm en tare to be co n figured,m an aged,an d m ain tain ed.ITO an d its service pro vider
revisitth eserequirem en ts o n a perio dic basis.

ITO requires th e service pro viderto an n ually repo rto n its co m plian ce w ith agreed-upo n
requirem en ts. An y equipm en t n o t in co m plian ce w ith th e agreed-upo n requirem en ts
m ust eith er be rem edied by th e service pro vider o r exem pted by ITO /clien ts. Fo r
exam ple,ITO /clien ts m ay exem pta serverfro m receivin g security updates ifth ere is a
risk th atapplicatio n s o n th atserverm ay n o trun pro perly w ith th e latestserverupdates.

4 .0 IM P O R TA N C E O FEFFEC TIVE SEC U R ITY P R O C ESSES

In fo rm atio n tech n o lo gy allo w s peo ple to access system s an d data fro m an yw h ere in th e
w o rld at an y tim e. Th is o ppo rtun ity creates a co rrespo n din g ch allen ge— h o w to
effectively secure system s an d data again stcyberattack s.2 O rgan izatio n s n eed effective
security pro cesses to pro tectth e co n fiden tiality,in tegrity,an d availability o fsystem s an d
data again stcyberth reats.

Public S afety Can ada h as repo rted th at th e frequen cy an d severity o fcyberattack s is
acceleratin g.3 S ask atch ew an is n o t im m un e to th is th reat; n o r can go vern m en ts ever
fully pro tect th em selves again st all cyberattack s.Hum an erro r o r in ten tio n al m alicio us
acts w ill alw ays m ak e system s an d data susceptible to attack s.Ho w ever,w ell-secured
system s arebetterable to defen d again stattack s,detectpo ten tial failures,an d lim itlo ss
ifsystem s an d data are breach ed.Fo rth o se reaso n s,effective security pro cesses are o f
vital im po rtan ce.

To pro tectth e security o fsystem s an d data again stcyberattack s,ITO n eeds to en sure
th atits service pro viderim plem en ts effective security pro cesses an d th atITO ’s clien ts
adh ere to effective security requirem en ts. Th is is because a w eak n ess in vo lvin g th e
service pro videro rata clien tlo catio n co uld po se risk s to ITO an d all its clien ts.W ith o ut
security co n tro ls, so m eo n e co uld gain un auth o rized access, o btain co n fiden tial
in fo rm atio n , in appro priately m o dify system s o r data, o r perfo rm acts th at co uld affect
availability.

5 .0 A U D ITO B JEC TIVE, S C O P E, C R ITER IA , A N D C O N C LUSIO N

Th e o bjective o fo urauditw as to assess w h eth erth e In fo rm atio n Tech n o lo gy Divisio n o f
th e M in istry o fCen tral S ervices h ad effective pro cesses to secure th edata cen trefo rth e
n in e-m o n th perio d o fApril 1,2013 to Decem ber31,2013.

Th e audit did n o t assess th e effectiven ess o f security co n tro ls (e.g., user access
co n tro ls)fo r specific clien t system s (e.g.,fin an cial acco un tin g o r payro ll system s).W e
assess security co n tro ls in o uraudits o fITO ’s clien ts.

2 C yberattack s in clude th eun in ten tio n al o run auth o rizedaccess,use,m an ipulatio n o rdestructio n (via electro n ic m ean s)o f
electro n ic in fo rm atio n an d/o rth e electro n ic an d ph ysical in frastructureusedto pro cess,co m m un icatean d/o rsto re th at
in fo rm atio n .w w w .publicsafety.gc.ca/cn t/rsrcs/pblctn s/cbr-scrt-strtgy/cbr-scrt-strtgy-en g.pdf,p.3 (31 M arch 2013).
3 Ibid.



20 14 Report–Volu me 1 P rovinc ialA u d itorS as katc hewan40

C h apter7

W e exam in ed bo th ITO ’s an d its service pro vider’s co n tro ls an d pro cesses used to
secure th e data cen tre,in cludin g n etw o rk device co n figuratio n ,serverpatch levels,an d
ph ysical security at th e data cen tre. W e also exam in ed ITO ’s agreem en ts, m in utes,
repo rts,an d po licies.

To co n ducto uraudit,w e fo llo w ed th e stan dards fo rassuran ce en gagem en ts publish ed
in th e CPA Canada Handbook – Assurance. To evaluate ITO ’s pro cesses, w e used
criteria (see Figure 1)based o n th e w o rk o fo th er audito rs an d literature listed in th e
selected referen ces. Th e criteria are prim arily based o n th e Trust Services Principles,
Criteria, and Illustrations auth o red by th e Can adian In stitute o fC h artered Acco un tan ts
(CICA) an d th e Am erican In stitute o fCertified Public Acco un tan ts. ITO m an agem en t
agreed w ith th e criteria.

Figure 1— AuditC riteria

To h ave effective pro cesses to secure th e data cen tre,th e In fo rm atio n Tech n o lo gy O ffice o fth e M in istry o f
Cen tral S ervices sh o uld:

1. D em o n strate m an agem en tco m m itm en tto security
1.1 Havean adequateagreem en tw ith its servicepro vider
1.2 E ffectiveth reatan d risk assessm en ts areperfo rm ed
1.3 M an agem en tappro ves effectivesecurity po licies an d pro cedures
1.4 M an agem en teffectively m o n ito rs security in cludin g its servicepro vider

2. Pro tectsystem s an ddatafro m un auth o rizedaccess
2.1 E ffectiveuseraccess co n tro ls pro tectsystem s fro m un auth o rizedaccess
2.2 E ffectiveph ysical security co n tro ls pro tectth edata cen trefro m un auth o rized access

3. E n sure system s an ddata cen tre rem ain availablefo ro peratio n
3.1 E ffectiveback up pro cesses existan d arefo llo w ed
3.2 E ffectivedisasterreco very plan s existan d aretested

4. E n sure the in tegrity o fsystem s an ddata
4.1 E ffectivech an ge m an agem en tpro cesses existan d arefo llo w ed
4.2 E ffective o peratio n al pro cesses existan d arefo llo w ed

W e co n cluded that fo r the perio d o fApril1, 2013 to D ecem ber 31, 2013, the
In fo rm atio n Tech n o lo gy D ivisio n o fthe M in istry o fC en tralS ervices had effective
co n tro ls to secure the data cen tre exceptthatitn eeds to :

Fo llo w its risk m an agem en t pro cesses to help en sure risk s are appro priately
m an aged

O btain co m plete an d tim ely in fo rm atio n to determ in e w hether the service
pro vider is m eetin g the In fo rm atio n Tech n o lo gy D ivisio n ’s security
requirem en ts

Adequately restrictuseraccess to allIT equipm en tan dsystem s

Fully secure allk ey servers an dn etw o rk equipm en t

Have an appro vedan dtestedplan to reco versystem s an ddata in the even to fa
disaster

Adequately in fo rm clien ts w hether the In fo rm atio n Tech n o lo gy D ivisio n is
effectively securin g their system s an d data, in cludin g co n sequen ces o fan y
issues

C o m plete security po licies thatseta m in im um IT security stan dardfo rclien ts to
fo llo w
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6 .0 K EYFIN D IN GS A N D R EC O M M EN D A TIO N S

In th is sectio n ,w e seto uto urk ey fin din gs an d reco m m en datio n s.

6.1 N eed to Effectively Fo llo w T h r eat an d R isk
Assessm en t Pr o cesses

Alth o ugh ITO h as design ed pro cesses to do cum en t,assess,an d respo n d to k ey risk s,it
did n o tco n sisten tly fo llo w th em durin g th eauditperio d.

ITO h as do cum en ted po licies an d pro cedures fo r risk m an agem en t th at specify w h o
n eeds to do w h at, w h en , an d h o w o ften . Fo r exam ple, th e po licies an d pro cedures
specify th ata risk registerth atiden tifies,describes,catego rizes,an d assesses k ey risk s
is to be m ain tain ed.Th e po licies an d pro cedures require th ata risk o fficerm eetw ith th e
executive co m m ittee o n a quarterly basis to pro vide an update o n pro gress m ade to
address k ey risk s.

Ho w ever, ITO h as n o t co m plied w ith th e requirem en ts o f its risk m an agem en t
pro cesses. Fo r exam ple, it h as n o t updated th e risk register to reflect sign ifican t
ch an ges to its sen io r m an agem en tteam durin g th e auditperio d.As a result,w e fo un d
th atth e m ajo rity o frisk o w n ers iden tified in th e registerw ere eith er n o lo n ger in th o se
ro les o rn o lo n gerem plo yedby ITO .Also ,th e risk registerdid n o tclearly defin e w h o w as
th e risk o fficer. W h ile m an agem en t advised us th at th e ITO executive co m m ittee
review ed k ey risk s in April 2013,quarterly review s,as required by ITO po licy,did n o t
o ccurdurin g th eauditperio d.

N o n -co m plian ce w ith establish ed risk m an agem en t po licies an d pro cedures in creases
th e lik elih o o d o fun auth o rizedaccess an d lo ss.

6.2 N eed to Effectively M o n ito r W h eth er th e S ervice
Pr o vider M eets IT O S ecurity R eq uir em en ts

1. W e reco m m en d thatthe In fo rm atio n Tech n o lo gy D ivisio n o fthe M in istry
o f C en tral S ervices fo llo w its established pro cesses to iden tify an d
m an age risk s relatedto the data cen tre.

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices m o n ito r w h eth er its service pro vider m eets its security
requirem en ts.(2011 R epo rt– Vo lum e 2;Public Acco un ts C o m m itteeagreem en tJun e25,2012)

S tatus – Partially Im plem en ted
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ITO ’s pro cesses fo rm o n ito rin g its service pro viderdid n o tsign ifican tly ch an ge fro m o ur
previo us audit.

ITO co n tin ued to h ave agreem en ts w ith th e service pro vider th at o utlin e security
requirem en ts fo r co n figurin g an d m ain tain in g server an d n etw o rk equipm en t. ITO
m an agem en talso m etregularly w ith its service pro videran d received perio dic repo rts
fro m th e servicepro videro n servers th atuseun suppo rted so ftw are.

U n derits agreem en ts w ith th e service pro vider,ITO is to receive an n ual security repo rts
called co m plian ce scan repo rts.Th ese repo rts are to do cum en t th e service pro vider’s
co m plian ce w ith defin ed security requirem en ts fo r th e data cen tre n etw o rk an d fo r
servers.

In o ur previo us audit, w e repo rted th at ITO received co m plian ce scan repo rts fo r
n etw o rk equipm en tbut n o tservers.In Decem ber2013,ITO received co m plian ce scan
repo rts fo r servers an d n etw o rk equipm en t fro m th e service pro vider. Ho w ever, th e
sco pe an d frequen cy o fco m plian ce scan repo rts received pro vide lim ited assuran ce o n
th e adequacy o fsecurity co n tro ls im plem en ted by th e service pro vider at th e data
cen tre. Fo r exam ple, th e n etw o rk co m plian ce scan repo rts did n o t sh o w w h eth er
adm in istratio n access gran ted to so m e n etw o rk equipm en tw as appro priate,th e status
o fupdates to n etw o rk equipm en to rw h eth erth erew erevuln erabilities th atco uld expo se
n etw o rk equipm en t.

ITO n eeds tim ely an d co m plete in fo rm atio n to m o n ito r its service pro vider.ITO co uld
require furth errepo rtin g fro m its service pro vider,perfo rm directverificatio n w o rk itself,
o rh ave vuln erability assessm en ts perfo rm ed by th ird parties to assess security.W ith o ut
tim ely an d co m plete in fo rm atio n o n data cen tre vuln erabilities,th ere is in creased risk
th at ITO w ill n o t be able to tak e tim ely co rrective actio n to reso lve w eak n esses. As
described in S ectio n 6.4, w e fo un d w eak n esses w ith co n figuratio n an d patch
m an agem en t w h ich m ean s th at server an d n etw o rk equipm en t w ere n o t pro perly
secured.

6.3 N eed to Adeq uately R estr ict Access

W h ile ITO requires user iden tificatio n acco un ts an d passw o rds to access all system s
an d data,an d m o stsystem s fo llo w ITO po licy requirem en ts fo r user iden tificatio n an d
passw o rds,so m edo n o t.

At Decem ber 2013, ITO h ad exem pted so m e user acco un ts fro m fo llo w in g its
establish ed stan dards. Fo r exam ple, it allo w ed so m e passw o rds fo r acco un ts to n o t
expire. W eak passw o rd co n tro ls in crease th e po ssibility th at a passw o rd m ay be
co m pro m isedan d used to gain un auth o rized system access.

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices adequately restrict access to system s an d data. (2012 R epo rt –

Vo lum e 2;Public Acco un ts C o m m ittee h as n o tyetco n sidered th is reco m m en datio n )

S tatus – Partially Im plem en ted
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Also ,ITO pro cesses fo rrem o tely accessin g so m e n etw o rk equipm en tan d system s an d
data n eed stren gth en in g.Fo rexam ple,ITO h as o lderrem o te access m eth o ds th atare
still accessible an d n eed better security. N o t h avin g appro priate security fo r rem o te
access in creases th e risk th at in dividuals m ay o btain un auth o rized access to system s
an ddata w ith o utbein g ph ysically presen t.

6.4 N eed to Adeq uately Co n figure an d U p date S ervers
an d N etw o r k Eq uip m en t

ITO ’s pro cesses fo r co n figurin g an d updatin g server an d n etw o rk equipm en t did n o t
sign ifican tly ch an gefro m o urprevio us audit.

Alth o ugh ITO ’s service pro vider patch ed m o st servers o n at least a quarterly basis,
patch in g o n all servers w as n o t co m plete fo r all k n o w n vuln erabilities. Also , so m e
servers w ere usin g un suppo rted so ftw are. U se o fun suppo rted so ftw are m ean s n o
security updates w ereavailablefo rth ese servers.Th is in creases th e risk o fun auth o rized
access to system s an ddata.

ITO did n o t im pro ve its firew all co n figuratio n s durin g th e auditperio d.As n o ted in o ur
past repo rts,ITO uses firew alls to pro tect its data cen tre. W h ile data cen tre firew alls
w ere atappro priate lo catio n s an d w ere m o n ito red,th ey w ere n o t pro perly co n figured.
ITO ’s firew all rules did n o teffectively restrictaccess to th e data cen tre becauseITO did
n o teffectively defin e th e firew all rules th atits service pro vider m ustfo llo w .In adequate
firew all rules in creaseth e risk o fa security breach .

In prio r years, w e repo rted th at w ith o ut adequate co n figuratio n , so m eo n e co uld gain
un auth o rized access,o btain co n fiden tial in fo rm atio n ,in appro priately m o dify system s o r
data,o rperfo rm m alicio us acts th atco uld affectavailability.Durin g th e auditperio d,an
in dividual em plo yed by a go vern m en t agen cy gain ed in appro priate an d un auth o rized
access to th e data cen tre n etw o rk an d so m e clien t servers. Th e service pro vider’s
security pro cesses detected th e in trusio n .Ho w ever,th is in trusio n h igh ligh ts th e n eedfo r
ITO to tak e pro m ptactio n to reso lve its security co n figuratio n w eak n esses.

M an agem en t n o ted th atitaddressed th e specific issues th atallo w ed th e in dividual to
o btain un auth o rized access an d reassessed its co n tro ls to pro tectth e data cen tre fro m
future un auth o rized access.S en io rm an agem en tsubsequen tly received an d appro ved a
m ulti-year plan to reso lve iden tified co n figuratio n w eak n esses,startin g w ith a curren t
gap an alysis an d an assessm en to fth efirew all rules.

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices adequately co n figure an d update its server an d n etw o rk
equipm en t to pro tect th em fro m security th reats. (2012 R epo rt – Vo lum e 2; Public

Acco un ts C o m m ittee h as n o tyetco n sidered th is reco m m en datio n )

S tatus – Partially Im plem en ted
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6.5 Co m p lete an d T ested Disaster R eco very Plan
R eq uir ed

ITO co n tin ued to n o t h ave a co m plete an d tested disaster reco very plan fo r th e data
cen trean dfo rso m e m issio n -critical clien tsystem s an ddata.

ITO experien ced sign ifican t ch an ge to its sen io r m an agem en t team durin g th e audit
perio d.N o staffm em bers to o k o w n ersh ip fo rupdatin g k ey do cum en tatio n prepared in
prio r years. As a result,do cum en tatio n w as n o t co m plete as staffrespo n sibilities fo r
disaster reco very an d o n go in g busin ess co n tin uity pro cesses w ere n o t clearly
do cum en ted o rdefin ed.U n less staffk n o w w h o is to do w h atin th e even to fa disaster,
th erew ill n o tbean effectiverespo n se.

ITO h as iden tified th e n eed to im pro ve its disaster reco very plan n in g an d testin g
pro cesses.Acco rdin g to th eITO ,depen din g o n availability o ffun din g,itw o uld lik e to set
up a data cen tre co n tin gen cy site to pro vide critical IT services to ITO an d its clien ts in
th eeven tth e prim ary data cen tre is un availablefo ruse.

At Decem ber 31, 2013, ITO ’s agreem en t w ith its service pro vider o n ly requires th e
servicepro viderto m ak e “besteffo rts”in th eeven to fa disaster.Ifa disastero ccurred,it
is n o tclearifth e besteffo rts reco very w o uld m eetclien tn eeds,h o w lo n g itw o uld tak e
fo rsystem s an d data to be fully o peratio n al,o ratw h atco st.As a result,n eith erITO n o r
its clien ts k n o w w h eth ercritical IT system s an d data co uld be resto red w h en n eeded in
th e even to fa disasteran d w ill n o t k n o w un til testin g is perfo rm ed,o ran actual disaster
o ccurs.Th ese co n ditio n s co uld resultin critical IT system s,data,an d services n o tbein g
available to th e G o vern m en t an d th e peo ple o f S ask atch ew an w h en n eeded (e.g.,
co rrectio n al in fo rm atio n system ,studen tlo an system ,etc.).

6.6 N eed to Pr o vide R elevan t an d T im ely S ecurity
R ep o r ts to Clien ts

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices h ave a disaster reco very plan fo r th e data cen tre an d clien t
system s.(2006 R epo rt– Vo lum e 3;Public Acco un ts C o m m itteeagreem en tApril 3,2007)

S tatus – N o tIm plem en ted

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices pro vide relevan t an d tim ely security repo rts to its clien ts. (2009

R epo rt– Vo lum e 3;Public Acco un ts C o m m itteeagreem en tJun e18,2010)

S tatus – Partially Im plem en ted
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L ik e ITO itself, its clien ts n eed in fo rm atio n fro m ITO to en able th em to m o n ito r th e
effectiven ess o fITO ’s security services. ITO ’s clien ts n eed to k n o w th at ITO — th eir
servicepro vider— is do in g its jo b.Th ey n eed tim ely an d relevan tsecurity repo rts to allo w
effective m o n ito rin g.Th ey n eed to k n o w abo utan y security issues th atexistan d h o w
th eseissues im pactth eirsystem s an ddata.

ITO did n o t sign ifican tly im pro ve its repo rtin g pro cesses to clien ts to en able clien ts to
m o n ito rw h eth erth eirsystem s an d data w ere secure.Also ,w edid n o tfin d eviden ce th at
ITO repo rted effectively to clien ts regardin g th e in trusio n w e described earlier in th is
ch apter.M an agem en tadvised th atitin fo rm ed sen io r m an agem en tataffected agen cies
abo utth e security in trusio n .

6.7 Co m p lete Clien t S ecurity Po licies R eq uir ed

ITO develo ped additio n al security po licies an d pro cedures fo r clien ts durin g th e audit
perio d.Fo r exam ple,ITO drafted a n ew acceptable use po licy th at w o uld apply to all
clien t staff.Ho w ever,th is w o rk is n o t co m plete.ITO h as draftpo licies in a n um ber o f
areas (e.g.,ph ysical security,access co n tro l,in ciden tm an agem en t).ITO is w o rk in g w ith
clien ts to review ,appro ve,an d im plem en tn ew po licies an d pro cedures.

7 .0 ITO C LIEN TLIST A TD EC EM B ER 2 0 1 3

M in istries:

M in istry o fAdvan ced E ducatio n
M in istry o fAgriculture
M in istry o fCen tral S ervices
M in istry o fE ducatio n
M in istry o fth e E co n o m y
M in istry o fE n viro n m en t
E xecutiveC o un cil
M in istry o fFin an ce
M in istry o fG o vern m en tR elatio n s
M in istry o fHealth
M in istry o fHigh w ays an d In frastructure
M in istry o fJustice
M in istry o fL abo urR elatio n s an d W o rk place S afety
M in istry o fPark s,C ulturean d S po rt
Public S erviceC o m m issio n
M in istry o fS o cial S ervices

W e reco m m en ded th at th e In fo rm atio n Tech n o lo gy Divisio n o fth e M in istry o f
Cen tral S ervices establish in fo rm atio n tech n o lo gy security po licies fo r its clien ts.
(2008 R epo rt– Vo lum e 3;Public Acco un ts C o m m itteeagreem en tDecem ber10,2008)

S tatus – Partially Im plem en ted
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Treasury B o ard Agen cies:

Appren ticesh ip an d TradeCertificatio n C o m m issio n
Fin an cial an d C o n sum erAffairs Auth o rity
G lo bal Tran spo rtatio n Hub Auth o rity
P h ysician R ecruitm en tAgen cy o fS ask atch ew an
Public G uardian an d Trustee
S ask atch ew an L egal Aid C o m m issio n
S ask atch ew an G rain C arC o rpo ratio n
S ask atch ew an Ho usin g C o rpo ratio n
W aterS ecurity Agen cy

O th erAgen cies:

Tech n ical S afety Auth o rity o fS ask atch ew an

8 .0 GLO SS A R Y

Applicatio n — A so ftw are pro gram . Th is in cludes pro gram s such as w o rd pro cesso rs,
spreadsh eets,databasepro gram s,acco un tin g pro gram s,etc.

Back up (n o un )— A co py o fsystem s o rdata to be used w h en th e o rigin als are n o tavailable (e.g.,
because o flo ss o rdam age).

C han ge M an agem en t— An o rgan ized appro ach fo r in tro ducin g ch an ges in to a pro gram o r
pro cess,used to m in im izeun in ten ded co n sequen ces.

C o n figure— To setup o rarran gein o rderto ach ievea specific purpo se(e.g.,m axim izesecurity).

D ata C en tre— A cen tral lo catio n fo rco m putern etw o rk h ardw are an d so ftw are,especially sto rage
devices fo rdata.

D isasterR eco very Plan — A plan fo ran o rgan izatio n to resto re n ecessary IT services in th e even t
o fan em ergen cy o r disaster.A disaster reco very plan is o n e part o fa larger, o rgan izatio n -w ide
busin ess co n tin uity plan .

Firew all— S o ftw are an d/o r h ardw are in ten ded to restrict o r blo ck access to a n etw o rk o r
co m puter.Firew alls can besetup usin g firew allrules to o n ly allo w certain types o fdata th ro ugh .

Netw o rk — A gro up o fco m puters th atco m m un icatew ith each o th er.

Patch— An update to a co m puter pro gram o r system design ed to fix a k n o w n pro blem o r
vuln erability.

P hysicalAccess C o n tro ls— Th e co n tro ls in place at an o rgan izatio n th at restrict un auth o rized
peo ple fro m gain in g ph ysical access to co m puters o r n etw o rk equipm en t. E xam ples in clude
lo ck eddo o rs an d cabin ets,an d video surveillan cesystem s.

S erver— A co m puterth ath o sts system s o rdata fo ruseby o th erco m puters o n a n etw o rk .
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U serAccess C o n tro ls— Th e co n tro ls in placeatan o rgan izatio n to restrictuse o fsystem s o rdata
to th o se w h o h ave been auth o rized. Th ese in clude ph ysical co n tro ls such as lo ck ed do o rs o r
cabin ets,as w ell as co m puteran d n etw o rk co n tro ls such as establish in g acco un ts w ith specific
access righ ts,requirin g passw o rds,etc.
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