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Public E m plo yees Ben efits Agen cy— In fo rm atio n
Tech n o lo gy S ecurity

1 .0 M A IN P O IN TS

Th is is th e seco n d fo llo w -up o fth e reco m m en datio n s fro m o ur2010 Report – Volume 2,
C h apter 8, regardin g th e Public E m plo yees Ben efits Agen cy’s (P E BA) pro cesses to
secure its in fo rm atio n system s an d data. By Jan uary 31, 2014, P E BA h ad partially
im plem en ted th e reco m m en datio n th atw as o utstan din g atM arch 31,2012.Itn eeds to
fo rm alize its pro cess fo rtestin g in fo rm atio n tech n o lo gy (IT)security.Testin g IT security
w ill h elp k eep pen sio n an d ben efitdata co n fiden tial,reliable,an d available.

2 .0 IN TR O D U C TIO N

Th e Public E m plo yees Ben efits Agen cy (P E BA) adm in isters go vern m en t pen sio n an d
ben efitplan s.Th is in cludes th e Public E m plo yees Pen sio n P lan an d th e Public S ervice
S uperan n uatio n P lan . P E BA serves abo ut 81,000 active an d in active m em bers,
pen sio n ers,survivin g spo uses,an d depen den ts o fth ese plan s.C o m bin ed assets o fall
plan s adm in isteredby P E BA areabo ut$6.2 billio n .1

To carry o utits respo n sibilities,P E BA m ustm an age a w ide ran ge o fpen sio n an d ben efit
in fo rm atio n .P E BA uses IT system s to m an age th is in fo rm atio n an d pro vide pen sio n an d
ben efitin fo rm atio n to its m em bers.S ecurin g pen sio n an d ben efitin fo rm atio n (en surin g
its co n fiden tiality, in tegrity, an d availability) is vital to fulfillin g P E BA’s o bjectives
in cludin g deliverin g its services an d pro tectin g th e in terests o fits m em bers.

In adequate IT security co uld resultin lo ss,in appro priate m o dificatio n ,an d un auth o rized
disclo sure o fpen sio n an d ben efitin fo rm atio n .U n auth o rized ch an ges to th e system s an d
data co uld co m pro m ise th e in tegrity o fth e pen sio n an d ben efits plan s. U n auth o rized
disclo sure o fm em bers’perso n al in fo rm atio n (e.g.,n am e,date o fbirth ,so cial in suran ce
n um ber)co uld lead to iden tity th eft.

O ur 2010 Report – Volume 2, C h apter8 repo rted th atP E BA h ad adequate co n tro ls to
secure (i.e., pro tect th e co n fiden tiality, in tegrity, an d availability o f) its in fo rm atio n
system s an d data except it n eeded to address several w eak n esses. Th e ch apter
in cluded five reco m m en datio n s.O ur2012 Report – Volume 1, C h apter8 repo rted th at,
by M arch 31, 2012, P E BA h ad addressed fo ur o fth e reco m m en datio n s w ith furth er
actio n required o n th e rem ain in g o n e.

Th is ch apter describes o ur seco n d fo llo w -up o f m an agem en t’s actio n s o n th e
o utstan din g reco m m en datio n .

To co n duct th is review , w e fo llo w ed th e stan dards fo r assuran ce en gagem en ts
publish ed in th e CPA Canada Handbook – Assurance. To evaluate P E BA’s pro gress
to w ards m eetin g o ur reco m m en datio n , w e used th e relevan t criteria fro m th e o rigin al
audit.P E BA agreed w ith th e criteria in th e o rigin al audit.

1 w w w .peba.go v.sk .ca/Agen cy/abo ut_peba.h tm l (6 February 2014).
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3 .0 STA TUS O FR EC O M M EN D A TIO N

Th is sectio n sets o ut th e o utstan din g reco m m en datio n ,P E BA’s actio n s up to Jan uary
31,2014,an d th e date o n w h ich th e S tan din g C o m m ittee o n P ublic Acco un ts agreed to
th e reco m m en datio n . Alth o ugh P E BA h ad m ade pro gress, it h ad n o t yet fully
im plem en ted o urrem ain in g reco m m en datio n .

3.1 T estin g th e Effectiven ess o f S ecurity

Th e perio dic testin g o fIT security h elps m an agem en t m o n ito r th e adequacy o fits IT
security co n tro ls an d stren gth en its IT security.

S in ce M arch 31, 2012, o ur last fo llo w -up, P E BA h ad an extern al expert co m plete a
co m preh en sive assessm en to fits IT security.AtJan uary 2014,P E BA w as in th e pro cess
o faddressin g th e fin din gs fro m th is assessm en t. It w as also w o rk in g to fo rm alize a
pro cess fo rperio dically testin g its IT security.

W e reco m m en ded th atth e Public E m plo yees Ben efits Agen cy perio dically testth e
effectiven ess o fits in fo rm atio n tech n o lo gy security. (2010 R epo rt – Vo lum e 2; Public

Acco un ts C o m m itteeagreem en tM ay 18,2011)

S tatus – Partially Im plem en ted


